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1. The Insider Threat 

Battles



The Insider Threat Battles ???

ÅHumans will always make mistakes

ÅSystem and application 
vulnerabilities continue to emerge

ÅMalware detection will always lag



In 2012, 38% of 

targets were 

attacked 

again once the 

original incident was 

remediated.

Harsh realities for CISOs

Attackers spend

an estimated 243

days on a 

victimôs network 
before being discovered

Has our organization 
been compromised? When was 

our security 
breached?

How to avoid 
becoming a 
repeat victim?

What resources and 
assets are at risk?

What type of 
attack is it?

How do we identify 
the attack?
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The Common Credentials Dilemma

Post Breach Facts

¤ Of victims had up-to-date AV

100%

¤ Of breaches were reported by third parties

67%

¤ Of breaches involved compromised credentials

100%

¤ The median number of days an attacker was on the network

229

Source: Mandiant M-Trends 2014 report



2. Types of 

Insider Threats
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Insider Facts

ÅInsider threatsare not hackers

ÅInsider threat is not a technical or ñcyber

securityòissue alone

ÅAgood insider threat programshould focuson
deterrence, not detection

ÅDetection of insider threatshasto usebehavioral
based techniques

ÅThescience of insider threat detection and
deterrence is in its infancy

Source: FBI
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The Threat Tree

Threats

Environmental Human

Internal

Malicious

Espionage
I/T 

Sabotage
Fraud/ 
abuse

IPTheft

Non-
malicious

External

Malicious
Non-

malicious

CERT Threat Models



Å An authorized user of a system who

ï Unwittingly aids or directly performs bad 
actions

ï Performs bad actions with the best possible 
intentions 

ï Intentionally performs bad actions (motivation 
is irrelevant)

Insider Threats
Definition

Å Insider threat more insidious than external 

threats and may be harder to detect



Å People with Privileged Access across the 
infrastructure

Å Employees who share credentials ?

Å Default use of vendor supplied passwords 

Å Inappropriate access to users

Å Cowboys in the organization who consider 
themselves beyond any policy

Å Remote or traveling users

Å Disgruntled insiders

Å Malicious Employees

Insider Threats
Perpetrators
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Å Social engineering
ï Low tech but can be powerful

ï Mostly performed over the phone or e-mail 

Å Impersonation
ï Encrypt your authentication in transit

ï User credentials should not be emailed

Å Hacker Penetration through Network

Å Modems on the network
ï Direct connect to analog lines

ï Analog/digital converters

Å Web capable phones

Å Wireless LANs

Å Portable Media (thumb drives)

Insider Threats
Inside Hacker Penetration



Mo#va#on for Insider A0acks Countermeasure

ƎǊŜŜŘκŬƴŀƴŎƛŀƭ ƴŜŜŘ ?

revenge disgruntlement mi2ga2on

terrorism periodic background checks

ideology, poli2cal ac2vism, or radicalism periodic background checks

coercion/blackmail periodic background checks

social engineering/seduc2on educa2on

narcissism/ego/need to feel importantor 
smart,or to gain recogni#on

enlist & ego stroke hacker 
types

desire to prove thata warned about 
vulnerability or threat is real

take security professionals & 
their concerns seriously; 

welcomecri2cism

desire for excitement ?

mental illness? periodic background checks?

inadvertent compromise of security via care-π 
lessness, error, ignorance, laziness, arrogance

educate, mo2vate, 
reward, punish
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What Can You Do?

To Protect Data? Systems? Trust?



3. Challenges of Detecting 

Insider Threats 



¢ƻŘŀȅΩs threats require greater clarity 
to detect & resolve

Detect unauthorized activities targeting critical 

assets, uncover the motivations and develop an 

understanding of the full scope of the risk

Network 
Security

Find the perpetrator, identify collaborators, 

pinpoint the systems compromised and document 

any data losses

Insider Threat 
Analysis

Uncover sophisticated schemes involving multiple 

seemingly disparate interactions aiming to 

perform fraudulent or abusive transactions

Fraud and 
Abuse

Compile evidence against malicious entities 

breaching secure systems and deleting or 

stealing sensitive data

Evidence 
Gathering
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The Detection Problem:
A Needle in a Stack of Needles



Do you have the right weapons?

Fragmented market 

with point products

ÅEndpoint protection market is 
highly fragmented with many 
point solutions

- e.g., Sandboxing, application 
control, whitelisting

Major
security control gaps

ÅExisting products offer 
no controls for major 
attack vectors 

- e.g., Zero-day exploits, 
applicative Java attacks

Challenging manageability and 
operations

ÅAdvanced threat solutions 
are difficult and costly 
to operate

ÅDifficult to scale manual 
remediation processes 
to thousands of enterprise 
endpoints

ÅHigh false positive rates

ÅWhitelisting processes 
on endpoints non-manageable



How do Inside Attackers Prepare?

Å Scan the corporate website, Google, and Google News

ïWho works there? What are their titles? 

Å Search for LinkedIn, Facebook, and Twitter Profiles

ïWho do these people work with?

ï Fill in blanks in the org chart

Å Who works with the information we want to target? 

ïWhat is their reporting structure? 

ïWho are their friends?

ïWhat are they interested in? 

ïWhat is their email address?



Anatomy of a THREAT ςLeading Bank

Attackers 

create Trojan

3rd Party 
Software Update Server  

Compromised

Attackers 
create Trojan

Trojan ñauto-updatedò 
to Corporate network

60+ Corporate 
computers infected 
w/ backdoor agent

Port 8080 used for C&C 
activities

35M records stolen

Day 0ï6 Months Day 8



Anatomy of a THREAT ςLeading Bank

Attackers 

create Trojan

3rd Party 
Software Update Server  

Compromised

Attackers 
create Trojan

Trojan ñauto-updatedò 
to Corporate network

60+ Corporate 
computers infected 
w/ backdoor agent

Port 8080 used for C&C 
activities

35M records stolen

Day 0ï6 Months Day 8

3rd Party 
Software Update Server  

Compromised

Attackers 
create Trojan

Business 

Partner 

Security



Anatomy of a THREAT ςLeading Bank

Attackers 

create Trojan

3rd Party 
Software Update Server  

Compromised

Attackers 
create Trojan

Trojan ñauto-updatedò 
to Corporate network

60+ Corporate 
computers infected 
w/ backdoor agent

Port 8080 used for C&C 
activities

35M records stolen

Day 0ï6 Months Day 8

3rd Party 
Software Update Server  

Compromised

Attackers 
create Trojan

Business 

Partner 

Security

60+ Corporate 
computers infected 
w/ backdoor agent

Recon 

Detection



Anatomy of a THREAT ςLeading Bank

Attackers 

create Trojan

3rd Party 
Software Update Server  

Compromised

Attackers 
create Trojan

Trojan ñauto-updatedò 
to Corporate network

60+ Corporate 
computers infected 
w/ backdoor agent

Port 8080 used for C&C 
activities

35M records stolen

Day 0ï6 Months Day 8

3rd Party 
Software Update Server  

Compromised

Attackers 
create Trojan

Business 

Partner 

Security

60+ Corporate 
computers infected 
w/ backdoor agent

Recon 

Detection
Port 8080 used for C&C 

activities

35M records stolen

Anomaly 

Detection

Database 

Monitoring & 

Protection



Anatomy of a THREAT ςLeading Bank

Bank lost the personal data of 35M+ users

Á Attackers exploited a 3rd party software provider 

to effectively ñAuto-Updateò a Trojan onto the 

bankôs network

Á Over a period of 8 days infected 60+ computers 

and gained access to bank network to learn 

how to compromise their databases

Á Communicated with C&C on port 8080 

(common alternate web port)

Á According to analysis of the malware, it was 

compiled 6 months before the attack

How it could have been avoided

Á Business Partner Security.  The partner 

should have examined the policies of the bank

Á Recon Detection.  During the 8 days of recon 

there were most likely many signs of the 60+ 

computers doing recon 

Á Anomaly Detection.  During much of the time 

the Trojan was in place, a number of DNS 

based anomalies were present in DNS logs 

Á Database Monitoring and Protection



Malicious Activity 

Å

Å

Å

Å

Å

Å

Å

Å

Å

Å



User Activity Monitoring

Å

Å

Å

Å

Å

Å

Å



Authentication Failures
Perhaps a user who forgot their password?   

Brute Force Password Attack
Numerous failed login attempts against 
different user accounts.

Host Compromised
All this followed by a successful login.

Automatically detected, no custom tuning 
required.



Complex Threat Detection

Å

Å

Å

Å

Å

Å

Å

Å



{ƻǳƴŘǎ bŀǎǘȅΧ
But how to we know this?

The evidence is a single click away.

Buffer Overflow
Exploit attempt seen by Snort

Network Scan
Detected by QFlow

Targeted Host Vulnerable
Detected by Nessus

Total Visibility
Convergence of Network, Event and Vulnerability data.



Fraud and Data Loss Prevention

Å

Å

Å

Å

Å

Å

Å



Data Loss and Fraud Detection(offense 2853 in 

the data set)
Potential Data Loss?
Who? What? Where?

Who?
An internal user

What?
Oracle data

Where?
Gmail



Security Configuration Monitoring

Å Identifying device 

misconfigurations that create 

gaping security holes

Å Prioritizing security gaps by 

asset value and impact

Å Investigating specific risks of 

concern to the business

Å Continuously monitoring for 

new risks and remediating to 

prevent breaches

Å Network flow collection with 

deep packet inspection

Å Asset knowledge

Å Vulnerability context

Å Flexible querying & analysis

Å Full workflow management

Challenges Required Capabilities



Security Configuration Monitoring
Find Devices with Risky 

Configuration Settings
Leverage knowledge of network 

traffic and vulnerabilities

Quickly Assess Risky 

Traffic

Find Gaps Before Your Adversaries Do
Continuous 360-degree visibility and monitoring

Quickly Assess Risky 

Traffic and Drill Down



Flow Analytics & Network Anomaly Detection ïWhy

Å Network traffic doesnôt lie.Attackers can stop logging and 
erase their tracks, but canôt cut off the network (flow data)

Å Helps detect day-zero attacks that have no signature

Å Detects anomalies that might otherwise get missed

Å Provides definitive evidence of attack

Å Enables visibility into all attacker communications



Flow Analytics & Network Anomaly Detection ïHow

Å Native flow collection from network infrastructure

Å Deep packet inspection for Layer 7 data

Å Full pivoting, drill-down and data mining on flow sources for 
advanced detection and forensic examination

Å Anomaly detection:  Identify by rule/policy, threshold, behavior or 
abnormal conditions across network (flow) and log activity



User Anomaly Detection (Activity Monitoring)

Å Monitoring of privileged and non-
privileged users

Å LǎƻƭŀǘƛƴƎ Ψ{ǘǳǇƛŘ ǳǎŜǊ ǘǊƛŎƪǎΩ ŦǊƻƳ 
malicious account activity

Å Associating users with machines 
and IP addresses

Å Normalizing account and user 
information across diverse 
platforms

Å Centralized logging and 

intelligent normalization

Å Correlation of IAM information 

with machine and IP 

addresses

Å Automated rules and alerts 

focused on user activity 

monitoring

Å Behavior/activity baselining 

and anomaly detection

Challenges Required Capabilities



User Anomaly Detection (Activity Monitoring)

Integration with Identity & 

Access Management
Knowledge of user roles and 

group membership 

Detect Suspicious Activity
Why is a privileged user taking action 

from a contractorôs system?

Full Visibility at Your Fingertips
Users, Events, Flows ïAll Available for Drill-down



Reconnaissance Detection

Å Finding the single needle in the 
ΨƴŜŜŘƭŜ ǎǘŀŎƪΩ

Å Connecting patterns across many 
data silos and huge volumes of 
information

Å Prioritizing attack severity against 
target value and relevance

Å Understanding the impact of the 
threat

Å Normalized event data

Å Flow collection with deep 

packet inspection

Å Asset knowledge

Å Vulnerability context

Å Network telemetry

Challenges Required Capabilities



Reconnaissance Detection

Sounds Nastyé
But how do we know this?

The evidence is just a single 

click away.

Buffer Overflow
Exploit attempt seen by Snort

Network Scan
Detected by QFlow 

Targeted Host Vulnerable
Detected by Nessus

Total Security Intelligence
Convergence of Network, Event and Vulnerability data



Stealthy Malware Detection

Å Distributed infrastructure

Å Security blind spots in the 
network

Å Malicious activity that 
ǇǊƻƳƛǎŎǳƻǳǎƭȅ ǎŜŜƪǎ ΨǘŀǊƎŜǘǎ ƻŦ 
ƻǇǇƻǊǘǳƴƛǘȅΩ

Å Application layer threats and 
vulnerabilities

Å Siloed security telemetry

Å Incomplete forensics

Å Distributed detection sensors

Å Pervasive visibility across 

enterprise

Å Application layer knowledge 

(via Layer 7 flows)

Å Content capture for impact 

analysis (Layer 7 flows)

Challenges Required Capabilities



Stealthy Malware Detection

Potential Botnet Detected?
This is as far as traditional SIEM can go.

IRC on port 80?
QFlow detects a covert channel, 

using Layer 7 flows and deep 

packet inspection

Irrefutable Botnet Communication
Layer 7 flow data shows botnet

command and control instructions



Database Monitoring

Challenges

Å óChameleonsô: Patient 

attackers whose activity blends 

in with the environment

Å Accurately identifying 

breaches with only partial 

information

Å Analyzing data over long time 

periods

Å Distinguishing attacks from 

abnormal but innocent activity

Å Incomplete forensics

Required Capabilities

Å Activity baselining and 

anomaly detection

Å Correlation of data access with 

other network activity

Å Content capture for threat 

determination (Layer 7 flows)



Database Monitoring

Visualize Data Risks
Automated charting and reporting 

on potential database breaches

Correlate Database and 

Other Network Activity
Enrich database security alerts 

with anomaly detection and 

flow analysis

Better Detect Serious Breaches
360-degree visibility helps distinguish true 

breaches from benign activity, in real-time



Criminals

Man-in-the Browser Malware

Fraud attack methods evolve quickly

Malware injection of these fields 
created by criminals 



Criminals

Man-in-the Browser Malware

Fraud attack methods evolve quickly

Zeus BabyBerta Citadel

Fake fields created by criminals appear 
as bank request fields

Malware injection of 
Personally Identifiable 
Information (PII) fields 



Criminals

Mobile Malware

Fraud attack methods evolve quickly

Mobile Malware injection 
of fake page

User is prompted to enter 
credit card 



Addressing full Security Intelligence Timeline

Prediction & Prevention Reaction & Remediation

SIEM. Log Management. Incident Response.

Network and Host Intrusion Prevention. 

Network Anomaly Detection. Packet Forensics. 

Database Activity Monitoring. Data Loss Prevention. 

Risk Management. Vulnerability Management. 

Configuration Monitoring. Patch Management. 

X-Force Research and Threat Intelligence. 

Compliance Management. Reporting and Scorecards.

What are the external and 
internal threats?

Are we configured
to protect against 

these threats?

What is 
happening right 

now?

What was the 
impact?



What Capabilities Can Help Protect Against Insider Threat ?

ü Focus on both preventionand detection
Á A truly advanced and persistent adversary will breach your defenses

Á How quickly you detect the breach will determine its impact

ü{ƳŀǊǘ ǇǊŜǾŜƴǘƛǾŜ ƳŜŀǎǳǊŜǎ ǊŜŘǳŎŜ ǿŜŀƪƴŜǎǎŜǎΧ
Á Control your endpoints ςMake sure patches are up to date

Á Audit Web applications

Á Find and remediate bad passwords

Á Monitor device configurations for errors and vulnerabilities

ü And advanced detection finds intrusions faster & assesses impact
Á Flow analytics and network anomaly detection

Á User anomaly detection

Á Reconnaissance detection

Á Stealthy malware detection

Á Database monitoring



The Common Credentials Dilemma

Can You Prevent An Insider Threat?

Four key measuresτ

1. Whitelisting - (i.e., allowing 
only authorized software to run 
on a computer or network), 

2. Very rapid patching of 
applications 

3. Very rapid patching operating 
system vulnerabilities,

4. Restricting the number of 
people with administrator 
access to a system

85% of targeted intrusions can 
be prevented.



4. The Framework for Insider Threat    

Detection & Remediation
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Discover 
All Wired & 

Wireless 
Infrastructure

Network
Visibility

Safe Network 
Access

Assignment

Network 
Provisioning

Pre-Connect Risk
Assessment of 

Endpoint Devices

Endpoint
Compliance

Simple and 
Powerful

Device and User 
Onboarding

Easy
Onboarding

Historical Event Correlation and Trending

Analytics

Risk Assessment                                 Risk Mitigation

Detect and Classify
Every Endpoint 

Device

Device
Profiling

SmartEdge 
Platform

Integrations

Security

Mobility

Wired & 
Wireless



Safe Policy-Based Network Access

Location  HQ

Captive

Portal

Faculty

Data

Students

Data

Guest

AccessLow Trust
Required VLAN

No Trust
Required VLAN

Med Trust
Required VLAN

High Trust
Required VLAN

Faculty

Registered Device

Compliance

Student

Registered Device

Compliance

Any User

Any Device

Not Jailbroken

Any User

Any Device

Single
Mgmt Appliance Location 1



Endpoint Compliance

Safe

Configuration

Mandatory

Applications

Required OS 

Patch Levels

Endpoint

Protection

Minimum

Application Version

VLAN

Assignment

Device

Risk Assessment
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Restricting Privilege Access ςFrom Tin to Twitter

Server, Desktop & Network OS
ς Administrator, Domain/Local

ς wƻƻǘΣ {ǳǇŜǊ ǳǎŜǊΣ !ŘƳƛƴΣ Χ

Databases (DBA + Apps)
ς SA, Sysadmin

ς {¸{Σ Χ

Middleware
ς Proxy Accounts

ς DŀǘŜǿŀȅ !ŎŎƻǳƴǘǎΣ Χ 

Mainframes
ς UID=0, Line-of-business

ς w!/C {ǇŜŎƛŀƭΣ Χ

Applications
ς Setup, Admin, App Local

ς ²Ŝō {ŜǊǾƛŎŜ !ŎŎƻǳƴǘǎΣ Χ

VM Environments
ς Administrator

ς Root



Suspected
Incidents

Prioritized Incidents

Extend clarity around incidents with 
in-depth forensics data

Directed Forensics Investigations

ÅRapidly reduce time to resolution 

through intuitive forensic workflow

ÅUse intuition more than technical training

ÅDetermine root cause and prevent 

recurrences

Embedded 

Intelligence



Retrieval & Session Reconstruction

Å For a selected security incident, retrieve all the packets (time bounded)

Å Re-assemble into searchable documents including full payload displayed 
in original form

How network forensics is done

Full Packet Capture

Å Capture packets off the network

Å Include other, related structured and unstructured content stored within 
the network

Forensics Activity

Å Navigate to uncover knowledge of threats

Å Switch search criteria to see hidden relationships



How Network Forensics is Works -

Enables Intuitive 
Investigative Analysis

ÅSimple search engine interface

ÅVisual analytics

ÅRetrace activity in chronological order with 

reconstructed content

5

Builds Intelligence ÅAutomated identification and assembly of identities

ÅAutomated distilling of suspicious content/activity 

ÅContent categorization informs data exclusion

ÅReveals linkages between entities

4

Has Scalable 
Search Infrastructure

ÅIndex all the data

ÅCorrelate all the data

ÅPrioritize search performance 

3

Expands Data Available 
for Incident Forensics

ÅData-in-motion and data-at-rest

ÅStructured and unstructured data 2

Extension of 
Security Intelligence Platform

1 ÅBuilt off high accuracy QRadar offense discovery

ÅImprove efficiency of investigations



From NetFlowto QFlowǘƻΧ  Χ
Internet/ 
intranet

packet

Netflow: packet oriented, identifies 

unidirectional sequences sharing source and  

destination IPs, ports, and type of service

Internet/ 
intranet

QFlow: packet oriented, identifies bi-directional 

sequences aggregated into sessions, also 

identifies applications by capturing the 

beginning of a flow.

Internet/ 
intranet

Competitive solutions: session oriented, some  

only capture a subset of each flow and index 

only the metadataðnot the payload.

Internet/ 
intranet

QRadar Incident Forensics: session 

oriented, captures all packets in a flow 

indexing the metadata  and payload to 

enable fast search driven data exploration



ÅPerformed by technically trained forensics researchers

ÅHunt for anomalous activities within specified time frame

ÅIdentify threat actor and remediate malicious conditions

ÅInitiated using intuition with Internet search engine simplicity

ÅFollow security analytics or threat intelligence feed directives

ÅRetrace step-by-step movements for complete clarity

Changing the dynamics of network 
forensics activities

Incident Forensics helps simplify the task, accelerate results, and ensure better results

Before

After

ÅAddress skills gap for forensics analysis

ÅWin race against time finding true threats and halting data 

loss

ÅDetermine root cause and prevent breach recurrences
Benefit



Improve your visibility and prevention against 
THREAT PROTECTION

Extensive Data Sources
Deep 

Intelligence
Exceptionally Accurate and 

Actionable Insight+ =

ÁNetworks

ÁServers

ÁEndpoints

ÁApplications

ÁScanners

ω IŜƭǇǎ ŦƛƴŘ ǘƘǊŜŀǘǎ ƻǘƘŜǊ {L9aǎ ƳƛƎƘǘ Ƴƛǎǎ ōȅ ŎƻƳōƛƴƛƴƎ bŜǘǿƻǊƪ tǊƻǘŜŎǘƛƻƴΩǎ tǊƻǘƻŎƻƭ !ƴŀƭȅǎƛǎ aƻŘǳƭŜ 
signature analysis and vwŀŘŀǊΩǎanomaly detection capabilities

ω Enables immediate real-time threat awareness and powerful threat and offense prioritization 
capabilities to establish definitive evidence of attack and visibility into all attacker communications

ω Integrates X-Force security content 
ω Outstanding coverage available within full SIEM solution or targeted Network Anomaly Detection 

offering

Attacks, audits, status events and 
vulnerabilities from SiteProtector 
& IPS

Event Correlation

Activity Baselining & 
Anomaly Detection

Data Activity

Servers & Mainframes

User Activity

Vulnerability & Threat

Configuration Info

Offense 
Identification

Security Devices

Network & Virtual Activity

Application Activity

Security Devices


