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“All organizations are swimming in security data... my investment bank
with 5,000 employees captures 25GB of security -related data every
day. Buried in that we typically find 50 issues to examine more

closely, two of which end up demanding real attention . 0

« Ramin Safai, chief information security officer at Jefferies & Co.

“Instead of a snapshot of the Grand Canyon, | want to see it from
30,000 feet.

We're building out our SIEM and collecting all the data we can. We have
a large security operations group that understands it very well. They're
constantly retuning the sources to make it more valuable.”

« Stephen Moloney, manager of enterprise information security at Humana

May 1, 2013 &
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Why Monitoring the

Enterpri se Log

« 70% of security incidents involve authorized use@artner
— Business data is at the heart of regulations
— Business applications are most common method to add/change data
— Need to easily collect and anal yze

— Homegrown business and systems management applications vs.
commercial products

« Average length of incidents is1® months- FBI and CSI Survey
— “Low and sl ow” can not Dbe seen froc
— Trend analysis requires a longer period of data

— Extent and scope of security incidents need to be completely identified
to ensure proper remediation

— Archiving is easy, data analysis of archived data is slow, expensive, and
inefficient
« e-Mall and Internet access provide data leakage and privacy abuses



Defining Big Data

In information technology, big data is defined as a collection of data sé#sgaoand
complex that it becomes difficult to process using-band database management tools or
traditional data processing applications. The challenges inalaplaire, processing,

storage, search, sharing, analysis, and visualization.

Data at Rest Data in Motion Data in Many
Forms

Terabytes to Streaming data, Structured,
exabytes of existing milliseconds to unstructured, text,
data to process seconds to respond multimedia

SOURCES: http://www.datasciencecentral.com

The Evolution of Big Data Security Analytics Technology, Enterprise Security Group, March, 2013
May 1, 2013 4

Data in Doubt

Uncertainty due to
data inconsistency
& incompleteness,
ambiguities, latency,
deception, model
approximations




Is Security Data Collection and Analysis
a “Big Data” Problem?

Based on this definition, do you believe that security data collection and
analysis would be considered “big data” at your organization? (Percent of

respondents, N=257)
No, security data

collection and
analysis is not
considered “big
data” within my
organization, 11%

Don’t know, 2%

Yes, security data
collection and
No, but based on analysis would be
considered “big
data” within my
organization today,
44%

my organization’s
security strategy we
will likely consider
security data
collection and
analysis “big data”
within the next 24
months, 14%
No, but based on—"
my organization’s
security strategy we
will likely consider
security data
collection and
analysis “big data”
within the next 12
months, 30%

SOURCE: The Evolution of Big Data Security Analytics Technology, Enterprise Security Group, marcn, 201



Where Do Most SIEM Products Fall Short?

Has your organization experienced any of the following problems with its SIEM?
(Percent of respondents, N=72, multiple responses accepted)

SIEM tool requires advanced skills and knowledge — 36%

—

Difficulty performing custom queries for security
analysis

Difficulty collecting certain types of data

SIEM tool lacks “context” around security
information

Too many false positive alerts

Need to customize SIEM to meet my organization’s
requirements

Scalability problems with the SIEM’s central
database

Difficult to learn/operate SIEM tool

May 1, 2013

SOURCE: The Evolution of Big Data Security Analytics Technology, Enterprise Security Group, March, 2013
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A Stovepiped” se
t hat don’t <corre
or share policies

AToo many alerts, many of which
require manual investigation

ANo enterprisewide reporting
or analysis

ANo automated remediation
or continuous improvement

AShortage of experts who have tim
to bridge the gaps in these systems




New Verizon Data Breach Stats:
Threats Evolve Over Time

Seconds Minutes Hours Months

Compromise ; . o

Exfiltration . . ‘

Discovery ‘ .

Containment = b ‘ ‘

2% 2% 18% 41%

SOURCE: Verizon Business, 2013 Data Breach Investigations Report
May 1, 2013 10




one server: one mobile device:
1,000 events per hour 200 events per day

e: S

800 events per day 3

vlarge IT
infrastructure:

6 billion eveggmg Reg
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Detect suspicious events buried in big [security] data

The Other Guys KEYW Advanced SIEM

SUSPICIOUS

EVENTS

 00100010110010010110011000110100
11100001100011101110001110111010
00100100111101100010001011001001
01100110001101001111110111000110
01110110011110101101111011111000
01100011101110001110111011011001

01101000110111100010010011110110

00100010110010010110011000110100
10011010100011

May 1, 2013 12




Vendors Trying to Transform SIEM
for Big Data Collection

AArcSight (HP)
‘Bi g player but they stil]l don’ t

ARSA enVision (EMC)

 Often being replaced by competing SIEMs; lost the internal battle with
NetWitness

AQ1Labs (IBM)

« Strong player reshaping IBM security but big data requires an IBM
database project

ANitro (McAfee/Intel)
* Originally midmar ket focused..doesn’t sca

AAll can be complemented by Sensage Security Intelligence Foundry!




ASplunk
« Good for adnoc search, particularly when your customer knows the
guestion they want to ask
* Not ideal when a customer wants a solution to handle the combination of
massive data volume with complex analysis over long time horizons

AHadoop

« Good when a customer has the resources to create, develop and maintai
an advanced data warehouse solution spanning structured and
unstructured data

* Not ideal when the customer wants to capture specific security event dat:
as primary use case, and does not have large staff

» Not ideal when the customer expects to process lots of standing and ad
hoc gueries

May 1, 2013 14
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A Simplified Approach to a
Complex Problem

Old Way One enterprise DW New Wag Solution specific DW
piecemeil, customer integrat&blution components preintegrated solutions
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! Objects = Wiw= / \
: an SAP* company AN IBM* COMPANY : ! :
. §SaS. Micrestrategy | ; ;
__::Z'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_ _________________________________ | SENSAGE |
i ORACLE ! A ; _ |
! Rt ; —— il | Analytics |
: NFTEZZA ! 10110~ Soc010 - -
\ ) 1101 X R X
_ttTooooooIoooooooooooooooo e . ! Data Warehou.:.e !
. ORACLE L= Collection |
L emm— : Resuling |
! INFORMATICA : = !
! EMC?_:_ — o R E — API level integration |
! & Essss . ! -Onl i ne, fdactive
i NetApp' off-\in® archiving ': Support for other NAS/S,,/A’N

N————————————————————————— \~————————————————————-—



Threat Intelligence and
Countermeasure
Management

Policy Management

Security Dashboards Security Analytics Library

SSENSAGE

May 1, 2013 a KEYW company




Security Intelligence Foundry

* Purpose-built for Advanced SIEM
& ¢ 5.0 enhancements to drive richer
4 security intelligence

* Trickle-feed

* DB Retriever

* Netflow Receiver

* Analytics Releases

S SENSAGE

May 1, 2013 a KEYW company




Security Intelligence -
Dashboards That Drive “Due Care”

-------------

Security Dashboards

1
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Policies are Essential in a Dynamic Environment

Policy Management

* Ongoing tuning of policies
based on changes in
landscape

* Consistent evaluation of

enforcement and compliance

SSENSAGE

May 1, 2013 a KEYW company




Mission-Grade Experts

On Premise or in the Cloud
| Cyber Black Belts

©

* Multi-disciplined cyber black
belts with expertise in
defending against most
complex attacks

* Not afraid of big data

» Ready to enable partners

around services including
» Security Intelligence Dashboards
* Cyber Awareness Assessments
C * Incident Response
. [globeback} * Cyber training

Existing Digital and Security Infrastructure

SSENSAGE

a KEYW company
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Active Defense

* Goes beyond standard

Threat Intelligence and

signature detection
mechanisms by observing
network traffic behavior and
event log reflections

* Automated actions
based on customer-defined
countermeasure

Countermeasure
Management

May 1, 2013

SSENSAGE

a KEYW company




Community Drives Rapid Awareness and Response

* Enables coordinated
response across client
organizations, including
Industries/Agencies/Domains

Security Analytics Library

il http://www.memsql.com/static/images/product_icons/Aug
Existing D

mentExistingInfrastructure.png

SSENSAGE
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Cyber Defense Grid

(Zy—ber Black Belts

Policy Management Threat Intelligence and

countermeasure
Management

SecurityDashboards Secunty Analdics Library

SSENSAGE

May 1, 2013 a KEYW company




Cyber Defense Grid: What It Is

Delivers automated
response based on
comprehensive visibility

Observes network ” Accelerates mitigation and
behavior and event Cyber , reduces manual process
reflections Defense

Grid

Delivers “in the cloud”
threat analysis and
continuous updates

Gathers knowledge from
Intelligence Community
and Cyber Black belts

Ingests event data from existing
digital and security infrastructure

i . SSENSAGE

a KEYW company
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A New Offering:
Cyber Awareness Assessment

May 1, 2013

Cyber Awareness Assessment Process

Policies

Sensors/
Sources

Security
Analytics

Cyber Awareness Assessment Levels

Undocumented

Based on minimum
standard of care,
data not stored for
forensic analysis

Performed reactively
following event notification

Formally documented
and audited

Layered defense,
data stored for
forensic analysis

Performed periodically
to support compliance

Programmed for continuous
audit and automated
enforcement

Fully-integrated into a
comprehensive view, fused
data continuously analyzed
for abnormalities

Performed continuously
to detect advanced threat
artifacts




Case Study: Internet Fraud & Security
Investigations

* What they needed ZIONS BANCORPORATION
— Massive log and ATM warehouse

— EXxception reporting, alerts, data
mining

— Easy and cheap
» Displaced eSecurity
« Solution

— Detalled trending reports and
alerting

%ustomlzed gueries for emerging
reats

— Log analysis fed into behavior
lysis System

* Next— McAfee ePO integration

G2S 1y2¢ 00KFG 20KSNJ olFyla dzaS hNYOtS RIGLF
transactions for fraud research. The SenSage solution provides the storage and searching
capabilities that meet our customer requirements at a cost that is an order of magnitude
f Saa GKFYy hN}Of S

Preston Wood, CSO, Zions Bancorp
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Case Study: CDR and Log Data WarehouUsIiTg"

* Problem:
— Fraud Detection, Law enforcement support, and internal security

i

* Requirements: T |
— 2B Call Detail Records per day | . F
— 180 Log sources
— 2 year retention period Ll =
— Heterogeneous data types and protocc RE-

« WhySenSage
— Lower OPEX, CAPEX
— Enterprise scale & Flexibility
— 100% online data

« Scale:
— Over 1 Petabyte under mgmt.
— Multiple applications on a common platform



A Real World Problem

Taliban using
Skype phones
to dodge MI6

TALIBAN fighters targeting British By Glen Owen

troops in Afghanistan are using the o R )
latest ‘internet phones’ to evade :
detection by MI6, security sources ° over to the security services on
said last night. demand. The disclosure comes as the

Skype, a popular piece of consumer 8,000 British troops in Afghanistan are
software that allows free callstobe ~  facing attacks almost daily from an
made over the web, has been adopted increasingly well co-ordinated Taliban.
by insurgents to communicate with “The trouble with this technology is
cells strung out across the country. that it is easily available but devilishly

Unlike traditional mobile calls, - hard to crack,’ the source said. ‘The
which can be monitored by .. technology can now be accessed
RAF Nimrod spy planes, on mobile internet devices and the -
Skype calls - the commercial country’s mobile phone network is
gﬂaﬁcation of a technology ex| rapidly.’

led Voice Over Internet S was created in 2003

Protocol (VOIP) - are heavily / three years ago was
encrypted. bought by eBay for

Voice calls are broken £1.4billion. It has
into millions of pieces of 300million accounts and
data before being sent at any one time, more
down the line and than 12million people
reassembled by the R are using the service.
other caller’s computer. Sir David Pepper, the

The British and head of GCHQ, the British
American governments Government’s top-secret
are investing considerable listening post, has told
resources to crack the MPs that internet calls are
codes, and in the UK the ‘seriously undermining’
Government is introducing his organisation’s
legislation to force internet ability to intercept

service providers to h:-f all WEB OF DECEIT: communications.
web activity by subscribers, Taliban internet calls  Skype said last night it did
which could then be turned are hard to monitPr not want to comment.

Italy police warn of Skype threat

By David Willey
BBC News, Rome

Criminals in Italy are
increasingly making phone
calls over the internet in order
to avoid getting caught through
mobile phone intercepts, police
say.

Officers in Milan say organised
crime, arms and drugs traffickers,
and prostitution rings are turning

to Skype in order to frustrate The police's use of wiretaps has forced
investigators. some criminals on to the internet
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QTel Use Case O 57

fef's Comrmnect

Requirement to identify specific individuals accessing a defined list of
“I' nteresting” websites (1500 i ni

|dentify individuals involved in Cybercrimes through Emails, Social
Networking Sites ,Web etc.

ldentifying usage of VPN connections towards other blacklisted countries
|dentifying individuals accessing govt. controlled Websites .
Mandate from Ministry of Interior

Solution: SenSageNbode system providing correlated queries with leok
ups to databases of Subscriber information



Data Sources & Volumes

BluecoatProxySG

RADIUS Session/Authentication
Logs

— DSLUsersWiFi, PrePaid
50-60Gb/ Day

Challenge

— ldentifying IP records found accessing
notiflied websites with actual user
identifying information.



Web Categories

Anonymizers Government/Military Provocative%20Attire
Art/Culture/Heritage Health Religion%20and%20ldeolo
Business Humor Search%20Engines
Chat Instant%20Messaging Sexual%20Materials
Computing/Internet Internet%20Radio/TV Shareware/Freeware
Consumer%?20information Job%20Search Shopping/Merchandizing
Criminal%20Skills Malicious%20Sites Spam%20Email%20URLs
Dating/Social Mobile%20Phone Sports
Non-
Profit%200rganizations/Ad
Education/Reference ocacy%20Groups Spyware
Entertainment/Recreation/F
obbies Nudity Stock%20Trading
Extreme P2P/File%20Sharing Streaming%20Media
Personal%20Network%20STechnical/Business%20For
Finance rage ms
Forum/Bulletin%20Boards Personal%20Pages Web%20Ads
Games Pornography Web%20Mail

General%20News Portal%20Sites



Real\World Gase Study:
MTN Requirements2009

 More than 30 million subscribers.
« 1.5 billion CDR/ 900 GB log data per day.

* Challenges:
— Load all CDR/log data in a near real time process.
— Retrieve detalils in less than a minute.

— Thousands of dalily requests frdaw enforcement agencies, require
complex predefined and aldoc queries for investigation.

— Around 600 TB of source data: Store and archive data in compre
format to save huge storage cost.

— Fraud detection

— Forensics and investigations

— Anti-terror information requests
— Regulatory compliance



SenSage Achievementshin MIQverview

26 SLS nodes + 3 Collector + 3 Analyzer deployed

Loadl.5 billionCDR/EDRs oncaily basis

Load all MTNI CDR/EDRs (more than 100 different formats)
Reattime loading all CDR@vith less than 20 minutes delay)

Handle huge amount of queries without impacting the
performance 15,000 call detail queries per hour

Response timdetween?2 to 5 seconddor call
detail queries

Integrate with 3 party applications like EDW, Concierge, CRM
Billing, LIPS, and LEA

Load all MTNI security logs and application logs



StoragesSaved in MITN

 More than 721 billion records loaded in SenSage.

 All data are easily accessible for retrieving by running
simple queries.

546 TB source data is only occupied 65 TB storage In
SenSage. Saved more than 480 TB storage.

SenSage Compression for storing data
Total Number of 721,164,035,
LoadedRecords 90
Total Source Size 546 TH
Total Storage used in
g 65 TE 1000TB - SenSage Near-Line Storage
SenSage -
Storage Saved by | 0 . ~d | ey
ray y 480TH | - &
USIng Sensage Current Storage Usage Storage Usage 10 years




Principals of CDR / IPDR Data Retention

Collect
— All Records must be collected in a timely & secure manner
— Records should not be modified
Retain
— Data must be held in a secure & tamperproof environment
— Minimal operational overheads to maintain availability of data
— Data must be available as and when needed with minimum delay

« Analyse
— Records must be queried in both pre defined reports and in-a@dmanner
— Queries should return “Wi thout Unc

— Reports should be madevailblein many formats

— Authentication should be used to safeguard data access

Dispose

— Once retention has expired records should be deleted in an irretrievable
manner

— Legal Hold should be available on records under investigation



(:SEN SAGE

.Collection of Database Logs for Analysis

A SenSage collect native audit
records produced by database
guglgutllltles inclu e(% in tthe

< > N faern atabase management system
- il J (SSyBASE i Entire SQL statement from
any source
All user information

T Without the use of agents,
probes, sniffers, etc.

T SenSage collection of records

Native Database Audit Records is configurable
Out-of-the-box reports for access
to sensitive data by any user

Alerting capabilities
Ad hoc queries are simple to
build. Fast to execute.

Correlate database access to
other activities

g

T ToTIo I»

Database logs are Provides alerts,
stored in a secure threshold reports
location to support access reports and
segregation of duties forensics



http://images.google.com/imgres?imgurl=http://blog.donnfelker.com/content/binary/WindowsLiveWriter/DB2Links_CB04/db2Logo_1.gif&imgrefurl=http://blog.donnfelker.com/default,month,2007-08.aspx&h=52&w=200&sz=2&hl=en&start=2&um=1&usg=__Q1RRDIg6TYqzOVZWrAEmlns34JM=&tbnid=OS2iefypRA0i8M:&tbnh=27&tbnw=104&prev=/images?q=db2+logo&um=1&hl=en&rls=com.microsoft:en-us:IE-SearchBox&sa=X
http://images.google.com/imgres?imgurl=http://blog.donnfelker.com/content/binary/WindowsLiveWriter/DB2Links_CB04/db2Logo_1.gif&imgrefurl=http://blog.donnfelker.com/default,month,2007-08.aspx&h=52&w=200&sz=2&hl=en&start=2&um=1&usg=__Q1RRDIg6TYqzOVZWrAEmlns34JM=&tbnid=OS2iefypRA0i8M:&tbnh=27&tbnw=104&prev=/images?q=db2+logo&um=1&hl=en&rls=com.microsoft:en-us:IE-SearchBox&sa=X
http://images.google.com/imgres?imgurl=http://192.87.31.188/images/sybase_logo.gif&imgrefurl=http://192.87.31.188/&h=97&w=311&sz=4&hl=en&start=2&um=1&usg=__SWoMmACkUfZ_sAH2UjsY_Selydo=&tbnid=uZnDEnBgdNF_OM:&tbnh=36&tbnw=117&prev=/images?q=sybase+logo&um=1&hl=en&rls=com.microsoft:en-us:IE-SearchBox
http://images.google.com/imgres?imgurl=http://192.87.31.188/images/sybase_logo.gif&imgrefurl=http://192.87.31.188/&h=97&w=311&sz=4&hl=en&start=2&um=1&usg=__SWoMmACkUfZ_sAH2UjsY_Selydo=&tbnid=uZnDEnBgdNF_OM:&tbnh=36&tbnw=117&prev=/images?q=sybase+logo&um=1&hl=en&rls=com.microsoft:en-us:IE-SearchBox
http://images.google.com/imgres?imgurl=http://www.webnack.ca/images/Microsoft_SQL_Server_Logo12.png&imgrefurl=http://www.webnack.ca/reseller.html&h=179&w=640&sz=55&hl=en&start=1&um=1&usg=__pyXoFaCvO5vhahGk7_BzxH85YOw=&tbnid=z0Ot1WFZvOO-LM:&tbnh=38&tbnw=137&prev=/images?q=sql+server+logo&um=1&hl=en&rls=com.microsoft:en-us:IE-SearchBox
http://images.google.com/imgres?imgurl=http://www.webnack.ca/images/Microsoft_SQL_Server_Logo12.png&imgrefurl=http://www.webnack.ca/reseller.html&h=179&w=640&sz=55&hl=en&start=1&um=1&usg=__pyXoFaCvO5vhahGk7_BzxH85YOw=&tbnid=z0Ot1WFZvOO-LM:&tbnh=38&tbnw=137&prev=/images?q=sql+server+logo&um=1&hl=en&rls=com.microsoft:en-us:IE-SearchBox
http://images.google.com/imgres?imgurl=http://www.simsoft.com/images/logo_informix.gif&imgrefurl=http://www.simsoft.com/links.html&h=45&w=153&sz=1&hl=en&start=3&um=1&usg=__Bmg2EfcPLFj4iWuLyIF9uHfXAP8=&tbnid=IPryZUQxXibJiM:&tbnh=28&tbnw=96&prev=/images?q=informix+logo&um=1&hl=en&rls=com.microsoft:en-us:IE-SearchBox
http://images.google.com/imgres?imgurl=http://www.simsoft.com/images/logo_informix.gif&imgrefurl=http://www.simsoft.com/links.html&h=45&w=153&sz=1&hl=en&start=3&um=1&usg=__Bmg2EfcPLFj4iWuLyIF9uHfXAP8=&tbnid=IPryZUQxXibJiM:&tbnh=28&tbnw=96&prev=/images?q=informix+logo&um=1&hl=en&rls=com.microsoft:en-us:IE-SearchBox

360-Degree View Dashboard

SenSage Console
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\fiee Intrushield Possible Successful Exploits ., Rows Returned 335 M 4 Paoz1ot3s b M
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Access to Sensitive Data

“Which privileged and other users have accessed our sensitive tables
and what exactly did they look at?”

#¢ SenSage Console !EB
Fle Edit View Help

‘ B @ @) refresh | () Dasnhosras | [ Feporis | 2% sdministretion |5 Options Pane ‘
Reports~ “) | Access to Sensitive Information Report-0

@ Al Report Definitions

b ) Compliance Analytic,.. (215 O
TIMESTAMP USER USER DATABA_.. | OBJECT NA__.
b [E3) Customer reparks 1D 1D ‘ﬁ
= [ Database Activity M., j | j | j ‘ j | i |sa|ary ) ﬂ
b [ Inkernal System... 20070213.018658  XI77 juFy PPa07 EMNT_HR_ASG ROWID, EMPLOYEE_MUMBER, PRIMARY_FLAG, ASSIGNME £\
£ Cracle Reports 20070213.018852 X7 jury PPE0T ENT_HR_ASG SELECT ROWID, EMPLOYEE_MUMBER, PRIMARY _FLAG, ASSIGNME
) 20070214.051846  XI77 jur7y PP80O7 HIS_HR_ASG SELECT ROWID, EMPLOYEE_MUMBER, PRIMARY _FLAG, ASSIGMNME
b EU Data Retention
20070819.153543  X[K2 Egofirn_..  PPEO7 HIS_HR_ASG SELECT "A1""EMPLOYEE_NUMBER, PRIMARY _FLAG","A1""ASSI

b Foundation

20070821.163513  XIBR jugd PPE0T HIS_HR_ASG SELECT "A1""EMPLOYEE_NUMBER","A1" "PRIMARY _FLAG""A1" "AS5]
L 20070830.148842  X[K2 juj2 PPRE07 HIS_HR_ASG SELECT"A1""EMPLOYEE_MUMBER","A1""PRIMARY_FLAG""A1""ASS]
b 3 Mchfes 20070919.183630  XI[x2 juj2 PPEOT HIS_HR_ASG SELECT "A1""EMPLOYEE_NUMBER","A1" "PRIMARY_FLAG""A1" "ASSI
b B3 Sendmail 20070820.194000  XI03 PPEOT HIS_HR_ASG SELECT "A1""EMPLOYEE_NUMBER",

20070820190918 X023 PPE0T HIS_HR_ASG SELECT"AT""EMPLOYEE_NUMBER","AT" "PRIMARY _FLAG","A1" "ASSI

b [ 5ensags Solutions

20070819.164740 X032 PPE0T HIS_HR_ASG SELECT"A1""EMPLOYEE_NUMBER","A1" "PRIMARY _FLAG""A1""ASS|
& Symantec 20070819.154838  XI03 PPa07 HIS_HR_ASG SELECT"A1""EMPLOYEE_MUMBER!,"A1""PRIMARY_FLAG" "A1""ASS|
b 2 Temp 20070819.154334 X023 PPEOT HIS_HR_ASG SELECT "A1""EMPLOYEE_NUMBER!,

20070819.163727 X103

20070820161502  X[x2

20070828.180430 XPAF
20070829.182327  XPAF
20070828.182652 XPAF
20070829.182438  XPAF
E:EI

Rows Returned 48

Falder: Oracle Reports @ Access 1

Run Report Status o 1 | Disk Use Total 1,345.68 ME | 3 Report Definitions | Logged in as administrator | Host: demo.ufp.sensage.com:50

HIS_HR_ASG SELECT "A1""EMPLOYEE_NUMBER""A1""PRIMARY _FLAG""A1""ASS|
HIS_HR_ASG SELECT "A1""EMPLOYEE_NUMBER""A1""FRIMARY_FLAG""A1""ASS|
SELECT "A1""EMPLOYEE_NUMBER""A1" "PRIMARY _FLAG" "A1""ASS|
SELECT"A1""EMPLOYEE_NUMBER!, _
SELECT "A1""EMPLOYEE_NUMBER""A1" "PRIMARY_FLAG""A1""ASS5|
SELECT"A1 ".”EMPLOYEE_NUMBEF\"',"M"."PRIMARY_FLAG","M"."ASSI@
e

|4 4 Page10f1 b P
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Unusual Data Access

“Why has this employee accessed an executive’s HR records so many
times over a week?”

#&SenSage Console _ O x|
File Edit Wiew Help
| E I—ﬂ @é) Refresh D Dashboards @ Reports % Acdministration j_ﬁl Optionz Pane |
- (ilas) . : pm—
Reports 2] | Access to Sensitive Information Report-0 (7
@ All Report Definitions
b 23 Compliance Analytic. .. TIMESTAMP DB USER ID 0S5 USER ID DATABASE OBJECT MNAME
I [C3) Customer reparts j | ﬂ | j | ﬂ | ﬂ
7 (3 Database fctivity M... 20070725.133265  TIBCO jugp PESST HR_EMP_IN WwiaadsfMrom sch_tibco.hr_emp_in where employei [
B [C3) Inkernal Syster. .. 20070729.133334 TIBCO jugp PBBSY HE_EMP_IM select * from sch_tibco.hr_emp_in where employe:
[C71 Cracle Reports 20070729.134246  TIBCO judp FBEB57 HRE_EtAP_IM select * from sch_tibcohr_emp_in where employe:
b [ EU Data Retention 20070729.1415620 TIBCO jugp FB8SY HR_ERP_IM select * fram sch_tibco.hr_emp_in where employe:
20070729.180612 TIBCO HFE_ERP_IM select * from sch_tibcohr_emp_in where employe:
b [ Foundation i !
20070801.134013  TIBCO HE_ERP_IM select * fraom sch_tibcohr_emp_in where employe:
b E1sP 20070801.135404 TIBCO HFE_ERP_IM select * fraom sch_tibcohr_emp_in where employe:
B L3 Meafes 20070801.1358416  TIBCO HE_ERP_IM select * fraom sch_tibcohr_emp_in where employe:
b I3 Sendmail 20070801.135424  TIBCO HE_EmP_IM select * from sch_tibcohr_emp_in where employe:
b ) SenSage Salutions 20070801.135432 TIBCO HE_EMP_IM select * fram sch_tibco. hr_amp_in where employe:
s ; 20070801.135449 TIBCO HE_ERP_IM select * from sch_tibcohr_emp_in where employe:
= 20070926.065038  LFTS DIM_CUSTOMER select a.cust_skey,a HH_SKEY, aHH_BEST NAMI
b [ Temp 20071107.231816 X103 LEG_MFSB_CUST SELECT f*+ Q4249265000 MO_EXPAMND IMDEX(#®
20071108.040111  Z3JN DIM_CUSTOMER. SELECT f*+ Q247128000 NO_EXPAND ROWID (A
20071129.185714  XI89A ENT_PB_CUSTOMER_HIST SELECT /*+ Q4259128000 NO_EXPAND ROWIDE,
v
& B[
Fows Returned 15 4 4 Page1of1 b M
FoUEE: QiEes REROiE LO Unauthorized ID Atternpts-0 l@ Access to Sensitive Information Report-0 '..iJ
Run Report Status O z | Disk Use Total 2,380.17 MB | 3 Report Definitions | Logged in as administrator | Host: demo.ufp.sensage. com: 30
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Failed Login Attempts

* “Is someone trying to brute-force attack the
database?”

#& SenSage Console ol
File Edit \View Help
‘ H ﬁ @@ Refresh D Dashhoards m Reportz % Administration j__il COptions Pane
Reports~ “ <) | Unauthorized ID Attempts-0 (B<)
@ All Report Definitions
b B3 Compliance Analytic... TIMESTAMP 0S5 USER ID DB USER ID DATABASE DB DESC IN\IENT STATUS
|| || S| || LEEED) |
b I3 Cuskomer reports —
o 20070530170738  mpyajc METTEST FE&S7 KPP TestDE 3 Wmerpassword; logon denied PAY
o (e AT 20070530.171323  mpyaje NETTEST PEAST %P Test DE 3 invalid usermamelpassword; logon denied !
b 3 Internal System... 20070530171501  mpyajc METTEST PE257 %P Test DB 3 invalid usernameipassword; logon denied
I Oracle Reports 20070530172237  mpvajc METTEST PEBS7 P TestDE 3 invalid usernamelpassword; logon denied
b [ EU Data Retention 20070530172827  mpyajc METTEST FE257 HPTestDB 2 inralid usernamefpassward; logon denied
b B3 Foundation 200705830173004  mpyaje METTEST PBE8S7 XPTestDE 3 itvalid usernamelpassword; logon denied
200705830173738  mpvajc METTEST FBEBSY XPTestDE 3 itvalid usernamelpassword; logon denied
=l 200705830.174331 mpyajc METTEST PBEBS7 P TestDE 3 invalid usernamerpassword; logon denied
P (3 MeAfee 20070530174805 mpyajc METTEST FBEBS7 P TestDE 3 invalid usernamerpassword; logon denied
b C3 sendmail 200705830175238 mpyajc METTEST FEBST KPP TestDE 3 imvalid usernamelpassword; logon denied
b [ Sensage Solutions 20070530.175832  mpyajc METTEST FE&S7 HPTestDB 3 imvalid usernamelfpassword; logon denied
B3 Symantec 20070530.180009 mpyajc FESST KPP TestDE 3 invalid usernamerpassword; logon denied
20070530.1807438 mpvajc FESST KPP TestDE 3 invalid usernamefpassword; logon denied
> & Temp 20070530.181333  mpyajc PB257 P TestDB 3 invalid usermamespassword; logon denied
20070530181810  mpyajc FEBSY KPP TestDE 3 invalid usernamefpassword; logon denied
20070530182242  mpyajc FE&SY XPTestDE 3 invalid usernamefpassword, logon denied
20070530.182834  mpvajc =T KPP TestDE 3 invalid usernamefpassword, logon denied
20070530.183014  mpyajc XP TestDE 3 invalid usernamefpassword, logon denied
20070530.183744  mpyajc KPP TestDE 3 invalid usernamefpasswoard; logon denied
20070530.184339 mpyajc KP TestDB 3 invalid usernamelpassword; logon denied -
PNNTRAANAR4A18 it air WP Trst DR 2 iralid nsrrmamainassword” Innnn denied X
Fows Returned 10,000 4 4 Page1of10 b M
<& Unauthorized 1D
Run Report Status O 1 | Disk Use Total 2,351,739 ME | 3 Report Definitions | Logged in as administrator | Host: dermo,ufp.sensage,com:50
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Changes to User Authorizations

* “WWho has been granted access and was it
authorized??

“*% SenSage Console HEH
File Edit View Help
‘ E ﬁ @é) Refresh D Dashboards @ Reports e}g Adminiztration j__l Cptiohs Pane
Reportsv (&Y | DDL Activity Report-0 (B<)
@ All Report Definitions
DB 0s
Compliance Analytic. .. OBJECT
D ™ @enipl e e e TIMESTAMP USER USER DATAB.Y | coiher OBJECT MAME
b [53) Customer reparts 1D 1D
= [ Database Activity M... =l R =l =l =1l = |[arant ﬂ
b [ Internal System. .. 20070531.092748  Z3JN daat PES47 OPS$OMB  DIM_CUSTOMER GRAMNT DELETE ON ACGH TO LXRE; A
(= Oratle Reparts 20071231.071610 K155 kiss PE847 OPS$OME  DIM_CUSTOMER GRANT INSERT ON TO wimdfuw_otmuimzkem;
b E3) £L Data Retention 20071231.071510 K155 k155 PER47 OPS$DMB  DIM_CUSTOMER GRANT REFEREMGES ON ACH TO Eqeftr_E01;
20070531.143016  OPSECIPOT olbid PE857 SCH_EDW  ThP_HR_EMP GRANT INSERT ON TO 5 7;
b [ Foundation 20070531.143021  OPS$CIPOT ol1b0d PES57 OPS$ABC  TMP_PB_ACCT.IM GRANT ON TO jubit;
b =1k 20070630.161838  OPS$CIPOT  olbid PE857 OPS$ABC  TMP_MAME_ADDRESS_STG GRANT INDEX ON TO ju77;
b £ Mcafee 20070630.161838  OPS$CIPO1T  olb0d PES57 OPS$ABC  TMP_MAME_ADDRESS_STG GRANT UPDATE ON TO viexuz_m;
b B sendmai 20070731.013218  OPS$CIPOT olbid PE857 OPS$ABC LEG_MFSB_ACCT GRANT INSERT ON TO Izhd;
b B sensage Soitions 20070831.071408  LXRE It PES57 OPSHABC ENT_MAME_ADDRESS GRANT DELETE OM ACH TO KGUW:
? 20071231.032207  OPS$CIPO1 o102 PP727 OPS$ABC ENT_MAME_ADD GRANT ALL ON REF TO etyduz_rgdzmzpgl;
& symantec 20070831.024524  OPS$C1PO1 FPE07 OPS$ABC | GRANT ALTER OM ACH TO jtck;
b 2 Temp 20071231.020151  KEUW GRANT ALTER ON ACH TO j3au;
v
Fows Returned 12 4 4 Page10f1 B M
Folder: Oracle Feports l@ Access to Sensitive Information Report-0 1@ DOL Activity Report-0 1® DDL Activity Report-0 -_J

Run Report Status 0 4 | Disk. Use Total 2,382.16 ME | 3 Report Definitions | Logged in as administrator | Host: demo,ufp.sensage.com: S0




Failed Logins by User Over Time

“What is the ordinary trend and what is an anomaly?”

#& SenSage Console =] B3
Fle Edit Wiew Help
.-ﬁ @@ Refresh D Dashboards @ Reports % Administration ﬂ—j Optiohs Pane ‘
- () . T
Reports @~ | FailedDBUserSummary_Graph-0 (<)
m All Report Definitions
] Compliance Analytics Pa... ‘ DB USER ID J | LOGIN ATTEMPTS J
DESMMP hd 236135 r|a
P (3 Customer reports J
DBSMMP 236135
b [ EU Data Retention %
OPS$CIPON 78624 |
b Foundation C1POB 74423
b B KT75 23861
b 2 Meafes 20Al 15959
B Sendmail STATS_USER 16196
. YMOT 11869
= [ SenSage Solutions
23 11848
[C3) Database Activity M., 2045 7418
53 e-Mai Auditing and ... SCH_AFFINILMCMPT 7347
PCI Compliance SCH AFFINIUME &ng7
< -

P 3 User Activity Audtin...

Rows Returned 147 {4 4 Page1of1 b M

23 windaws Event Coll,..

b £ Source Specific Reports

ailedDBUserSummary_Graph

Symantec 250,000
2]
b [ Temp £ 200,000
i
150,000
E 36,13
= 100,000 i
g 50,000
S . 8,62 4,42
B ) = & - &
= & oF & A & & 1’? & &
& o <27 §§
& &% &
T
Y
DB USER ID
Raows Returned 147 M 4 Page10f15 B M
[Folder: Database Activity Monitaring l® FailedDBUserSummary_Graph-0 -_.-J@ Access to Sensitive Information Report-0 J
Run Report Status 0 1] | Disk Use Total 2,383,70 ME | 12 Repart Definitions | Logged in as administratar | Host: demo,ufp, sensage, com: 80
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Forensics Analysis

f{:ﬁ*SenSage Console =10l x|
File Edit  Wiew Help

B seave @ Revert | @é) Refresh | ‘ D Dazhboards E] Reports % Administration | —_[_I Options Pane

Dashboards v uliv ..lav

4

Forensic Analysis

b 3 Compliance Dashbo. .

B [£3) Foundation Dashba. ..

b 3 McAfes

= [ Windows Solution
[7) Farensic Analysis
[7) High Value Assets
[7) Palicy violations
D Syskem Operati. ..

D Pleasewiork

Search

o

Widgets
System Alerts
Security Alerts

Exception Alerts
Text
Irnage

Unix or Linux Login. ..

Privileged Comman...

“Windows Account ..,
‘windows - User ad...
Internal System Us...

Internal System Re. ..
MeAfee Intrushisld ...
Security Objects Ac...
Router Denied Con...

Internal System Us...

Firewall Denied Con. ..
McAFee MWS Virus ... | W

SEEFEEEEEEEEER =5 EE]

Y

Security Object Auditing

This Dashboard tracks all audited data that has been accessed or deleted.

Rows Returned 1

\_._J'
Time Information User Object Domain Ohject Access
System Type Type
2008-08-14 19:36:09 CORPSERYD1 sales_pheckett  Clsales_sharelcustomer_contacts.db F5 File Metmork
2008-08-14 19:36:09  CORPSERMO1 sales_pheckett  Chsales_shareicustomer_contacts.dh F5 File Metwork
2008-08-1419:36:13 CORPSERVO1 sales_pheckett  Chlszales_sharelcustomer_contacts.dh FS File Metwiark
2008-08-14 19:36:13 CORPSERYD1 sales_pheckett  Clsales_sharelcustomer_contacts.db F5 File Metmork
2008-08-14 19:56:26 CORPSERYD1 sales_pheckett  Clsales_sharetcustomer_contacts.db F5 File Metwork
2008-08-1419:36:26 CORPSERVO1 sales_pheckett  Clszales_sharelcustomer_contacts.dh FS File Metwiark
2008-08-14 19:36:26 CORPSERYD1 sales_pheckett  Clsales_sharelcustomer_contacts.db Fs File Metmork
2008-08-14 19:86:26 CORPSERYD1 sales_pheckett  Clsales_sharetcustomer_contacts.db F5 File Metwork v
Rz Returnad 21 4 4 Page 1of1 p P
Time Lfounation Domain Ohject User Name NS Dbject Deleted
System Type Type
[ =1 [ =1 =l |
2008-08-14 19:57 .46 CORPSERYD1 File sales_pheckett  Metwork Chsales_shareicustomer_contacts.db

4 4 Page 1cf1 b P

[Start Page lPrerequisites lEuent Coverage lSecuril}r Ohject Auditing IUserActiviw Investigations J

| Run Repork Status

@0

Logged in as administratar

Host: Flogger.hg. sensage.com: 443




Forensics Analys

*SenSage Console 1ol =l
File Edit “iew Help
B seve @ Rewvert | @é) Refresh | ‘ D Dashboards EI Reports % Acdministration | —_|__J Options Pane
Dashboardsv (437 | Forensic Analysis (B)
b 3 compliance Dashba. .,
b £ Foundation Dashbo. . E User Activity Investigation
B ) Mefes J
) ) = UUse this dashboard to perform an investigation on users. All events for a given user will he returned along with the Raw Events loaded
¥ [ Windows Salution into the SenSage datastore.
D Forensic Analysis \_,___#'
D High Yalue Assets
[0 Palicy violations -
. Time In;ornt‘latlon Domain User Name Logon ID Prl:;:)ess Process
[7) System Cperati... s ten
) Fleasework | =l Il =l Il Il =l
2008-08-14 19:34:44  CORPSERVO1 (=] CORPSERWD1$  (0x0,0x3E7) 3188 CONINDOWSIsy stem3Ziuserinit.exe A
_2008—08—1 4193444 CORPSERVIM =] sales_pheckett (0x0,0:123446) 1944 CONIND OWSiexplarer.exe ivi
z =]
Rows Returned 87 |4 4 Page1cf1 b M
) Informat. Event
Time User Ewent ID
Q seareh System Description
Widget - - - - -
. oets | =l =l [l [l =]
AT |System Alerts A — P——
i' Security Alerts 2008-Aug-.. CORPSE.. admin_jsmith B72 Authentication ticke...
A¥ [Exception Alerts 2008-Aug-.. CORPSE..  admin_jsmith 552 Logon atternpt usin...
A [Text 2008-Aug-.. CORPSE..  CORPSERWO1$ 528 Successful logon
= [Image 2008-Aug-.. CORPSE.. admin_jsmith 676  Special privileges ..
m Uniz: or Linu Login, .. 2008-Aug-.. CORPSE..  admin_smith 576 Special privileoges ..
] Privieged Comman... 2008-8ug-.. CORPSE.. - 540 Successful network..
& PR 5T N o 2008-Aug-.. CORPSE..  admin_jsmith 538 User logoff
% ;’V't”dm’“lss' “:er i‘ld'“ 2008-8Ug~.. CORPSE..  admin_jsmith 592 A new process has ..
nternal stem Us...
m i 2008-Aug-.. CORPSE.. admin_jsmith 892 A new process has ...
Internal System Re. .. ST
E McAtes Intrushicld . 2008-Aug-.. CORPSE.. admin_jsmith 8492 A new process has .. -
'm Security Objects Ac... PINA-AN- ORFPSF ardmin ismith A3 A nrneerss has exitedd M
E Router Denied Can... Rows Returned 148 M 4 Page1of1 b M
-lﬂ Internal System Us...
) Firewal De”iEd_con'“ " [Start Page lPrerequisites lEuent Coverage lSecurity Object Auditing lUser Activity Investigations I
il [McaFee Mws viras ... |

Logged in as administrator | Hast: Flogger.hq. sensage.com: 443

| Run Repork Status o a |




Policy Monitorin

*SenSage Console 1ol =l
File Edit “iew Help
EI Save ﬂ Revert | @é) Refresh | ‘ D Dazhhoards m Reports % Administration | —_|_| Options Pane
(il - .
et (B

Dashboards v

Policy Violations

b 3 compliance Dashba. .,

P [ Foundation Dashbo. ..

B ) Mefes

= [ Windows Solution
D Forensic Analysis
D High Yalue Assets
[7) Palicy violations
D Syskem Operati, ..

D Pleasetwiork

Search

Fel

widgets
Syskem Alerts

Security Alerts

E:xception Alerts

Text

Image

Lniz or Linu: Login, ..

Privileged Comman...

Windows Account ...
windows - User ad...
Internal System Us...

Internal System Re. ..
McAfee Intrushield ...
Security Objects Ac...
Router Denied Con...

Internal System Us...

Firewall Denied Con. ..
McAFee MWS Virus ... | W

<]

SEEEEEEEEEEED =R

5

Account Provisioning

This Page helps enforce Account Provisioning Policy

COnlythe Systern Provisioner {sys_provisioner) should be creating accounts. All other account creations are considered Out of
Bounds and should he treated as suspect.

Rows Feturned 1

. Domain . User Ewvent A
Time Event Source Domain Done b Ewent Description
Controller V' | AddediDeleted ID a
=l Il = = =l i | | I |
2008-Aug-14 19:39:04  Windows Retriever  CORPSERWO1 F5 sys_provisioner  user_1 G624 UserAccount Created 2
2008-Aug-14 19:39:36  Windows Retriever  CORPSERVO1 FS sys_provisioner  user_2 624 UserAccount Created
2008-Aug-1419:41:27  Windows Retriever CORPSERWO1 F5 admin_jsmith user_3 624 UserAccount Created
¥
Rows Returned 3 |4 4 Page1cf1 b M
Ti E LS Domain D . D b User Event E t D inki
ime wen ource Eontroller omain one by Added/Deleted D yen escription
2008-Aug-1419:41:27  Windows Retriever CORPSERVO1 FS admin_jsmith  user_3 B24 Uszer Account Created [
¥
M 4 Page1of1 b M

Start | Prerequisites lEuent Coverage lﬂccuunt Provisioning IGroup tdembership and Privilege lF{eaI Time Alerting J

| Run Repork Status

Qo]

Logged in as administrator | Hast: Flogger.hq. sensage.com: 443




Policy Monitoring

enSage Console 1ol =l
File Edit “iew Help
B seve @ Rewvert | @é) Refresh | ‘ D Dashboards EI Reports % Acdministration | —_|J Options Pane
(o) - - - = .
Dashboards v | w# ™7 Policy Violations (<

b 3 compliance Dashba. .,

P [ Foundation Dashbo. ..

B ) Mefes

= [ Windows Solution
D Forensic Analysis
D High Yalue Assets
[7) Palicy violations
D Syskem Operati, ..

D Pleasetwiork

Search

Fel

widgets
Syskem Alerts

Y Security Alerts
E:xception Alerts

Text

Image

Lniz or Linu: Login, ..
Privileged Comman...

Windows Account ...
windows - User ad...
Internal System Us...

Internal System Re. ..
McAfee Intrushield ...
Security Objects Ac...
Router Denied Con...

Internal System Us...

Firewall Denied Con. ..
MeAfee MWS Yirus ...

SEEEEEEEEEEED =R

=]

Fiowes Returned 10 [4 4 Page 1af1

Time E[;z?:::::r Domain Group Done By User Added/Removed

=l =l =l = =l |
2008-08-14 19:41:37 CORPSERYD1 Builtin Administrators adrmin_jsmith chn=user_3,CH=Users,DC=ps,DC=hgDC=sensage,DC=com
2008-08-1419:50:33 CORPSERVO1 FS Executivellsers  admin_jsmith  CM=exec_cio,CN=Users,DC=ps,DC=hg,DC=sensage,DC=com

F
& ISl
Rows Returned 2 4 4 Page 1of1 » M
Time Moujiilz’ired Done By Domain 0ld UAC E‘;‘: Changed Attribute

]l =l | =l ]l || =il
2008-08-1419:39:04  user_1 sys_provisioner FS - - Password Last Set 81472008 12:39:04 PM -
2008-08-1419:39:04  user_1 Sy5_provisioner F5 0x14 011 - Femuove
2008-08-14 19:39:04 user_1 SyE_prowisioner (5] %11 0x10 - Fermove
2008-08-14 19:39:36  user_2 sys_provisioner F5 - - Password Last Set: 81472008 12:39:36 Ph -
2008-08-1419:39:36 user 2 sy5_provisioner F5 0x14 011 - Remove
2008-08-14 19:39:36 user_2 SyS_prowisioner Fs %11 010 - Femove
2008-08-14 19:41:27 user_3 admin_jsmith (5] - - Password Last Set: 81142008 12:41:27 PM - -
2008-08-14 19:41:27  user_3 admin_jsmith FS 0x18 O - Femove
2008-08-14 19:41:27 user_3 admin_jsmith PS %11 010 - Rermuove
2008-08-14 20:03:20  user_3 CORFPSERWD1$  PS - - - -
< =

P M

Start | Prerequisites lEuent Coverage 1Account Provisianing 1Gr|]up lembership and Privilege | Real Time Alerting

Logged in as administratar

Qo]

| Run Repork Status

Host: Flogger.hg. sensage.com: 443







SAP audit logs alone not enough to prove complianc

Data spans many systems
— Networks

— eMall

— Operating systems

— Databases

— Security devices (IPS/IDS)
— Custom Sources

— ERP systems

36(° correlation of user activity
IS Imperative

Full SAP auditing requires
tapping into business logic
Complexity requires precise
forensics & investigations
capability

Infrastructure

Network
: Devices (email, internet)
Physical
L] =
fiecess 3 Security Devices
Controls .

WS, IDS
(: )

&

—. \ Databases
o
\‘d"i"“
\\ v{ ApPS (SAP)

\“
Custom
Sources Operating
Mfg Equip Systems

Sensors



SAP auditing and security are difficult and expensive

« Massive data volume

— Data must be maintained for 7+ years in some cases

— Maintaining logs in in SAP system impacts application performance
« Passing an audit with SAP system can easily cost $500K

— Highly manual and labor intensive process

— Performance impact requires additional hardware and DB licenses
« SAP complexity and breadth impairs proper auditing

— Despite the effort, SAP audits frequently fail due to inherent complexity

— Difficult to provide 360view of activity— SAP alone is not enough

— Legally admissible data not always captured or available

— Auditors and courts require tamper resistant unmodified audit trails
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SenSageonitors key SAP modules and activity
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& Custom Dashboards timef user password_status count timef user password_status count
= | SenSage Solutions | v| | v| | v| | v | vl | v| | v| | v
b [ Database Activity Monitoring 07i02/08 Z12 check failed 2 A | o7z T23 changed 1 A
e-Mail Auditing and Forensics 0702108 A23 check failed 2 OFo7og FTU changed 1
B 2 Cracle 07r0ziog W12 check failed 1 070708 GV changed 1
b PCT Compliance 0702108 X23 check failed 1 070708 512 changed 1
. - 0707108 T2 check failed 1 07i08sms k12 changed 1
2 [ Wz il Al ey S5 07(07/08 23 check failed 1 070806 K12 changed 1
() 5P User Activity Auditing 07/08/08 512 check failed 1 07/08i0g L23 changed 1
Windows Collection and Analykics 07roeiog T23 check failed 1 07i08sms L23 changed 1
() Lisa Dashboard 07/08i08 K12 check failed 1 07i08i08 a12 changed 1
07f08108 L23 checkfailed 1 0709508 B23 changed 1
[0 alerts
0708108 K12 check failed 4 == 07o5s M12 changed 1
O con o7Mmene L3 checkfailed 4 07HODE 023 changed 1
D Coc o 07f08108 T2 checkfailed 1 07108 hi12 changed 1
D KUMed 07f08108 23 checkfailed 1 07108 M23 changed 1
b B3 Foundation Dashboards 07/08i08 T12 check failed 1 07108 FTU changed 1
b [ Moafes __| 07f08108 K12 checkfailed 1 07108 GLY changed 1
v 07ro9iog uz23 check failed 1 0714508 k12 changed 1
Q 07ro9i0g L23 check failed 1 07114508 L23 changed 1
Widgets 07 oiog Q12 check failed 4 07 4ing a1z changed 1
A2 [System Alerts Al 0700 Z12 check failed 1 07M4i0B R23 changed 1
A Securty Alrts . 0710108 R23 check failed 4 07H &8 A12 changed 1
&“ Exreption Alerts a7Moiog A23 checkfailed 1 7M1 ai0g B23 changed 1
= | L] ) | |
A [Text a7moiog M12 checkfailed 1 Vi Vi
Irmage
[l [McAfes Intrushield Top 20 Most Common Eve. . Fows Returned §2 4 4 Page 1ot b M Fows Returned 22 |4 4 Page1of1 b P
1| Mcafee Intrushield Systems At Risk
i [McAfes MWS Yirus Summary By Yeckor -
T e Password Failed Summary Password Changed Summary
1| [McAfee Intrushield Attacks Summary
il McAfee Intrushield Top 10 Source IP
{lu) [Menfes MusS virus Summary ! 1 E
= 14 o
B
Easy to create g g B g B g |
ad-hoc reports 6‘6% 10""& @5“9% -:5’& o 4-:\& -:\"P% o"& o“& e Q,o“" G@* Ko
& 53 & & & & & & (=) 5 \ i \'\
for ] o & & &
timef timef
. . . ime
Investigations S —— Mo rags1ar2 b M o moumed 7
| [McAfes MWS Yirus Email Details || {SAP AuditLogs lSAP Audit Surnmary | User Activity Details :lChange Document Summary lUserAccess Passwords
\| [Mcafes Inkrushisld Possible Successful Exploi,.. |

’ Run Repork Skatus

o 1 ] Logged in as administrator | Hosk: demo.ufp.sensage.com: 80




Flexible Investigation Interface

&

File Edit Wiew Help
= .;ﬂ @3 Refresh

Reports «~

@ All Report Definitions
= [ CDR Reports

= |F=) Eu Data Retention
=h Inveskigation Reports
=D Surirnary Reporks
= [ Cormpliance Analytics Package
I ) Base Reports
(5 FISMA (via MIST SP-300-5348) Cornpl. ..
51 HIPAA Compliance Analytics
IC3 MERC CIP

[C3) NISPOM Compliance Analytics

v v v VvV

IC31 PCI 1.2 Compliance Analytics

P I 50 (via ISO 17799:2005) Complian...
Zustormn

[Eh Foundation

(=1 Partner

{ v v v

== SenSage Solutions
31 Database Ackivity Monitoring
I e-Mail Auditing and Forensics
=) PCI Compliance
) SendMail auditing and Forensics
B I3 User activity Audting For SaF
£ windows
I3 windows Event Colleckion and analy...

B Source Specific Reports

Ch from self-audit e
0oose 1rom selr-audit,
D Drashboards @ Report= x Administration 7=_§ Option= Pane u ary Or investigation
Investigation Reports t =
Y ——— rep
T L
Actions Report Definition Latest Report Run Far Diisk Use Created By Description Modi
Wiewing o
Ej Investigate Calls Between Two Mumbers Tue Bov 11 14:01:01 PST 2002 3] 0.24 ME | administrator admi
Eﬁ Show All Call Records in Timeframe Tue Sep 23103202 FDT 2008 2 17414 8B | administrator admi
E:] Investigate Calls To Tue Jan 06 05:35:39 PST 2009 =] 0.41 MB | administrator admi
Ej Inwestigate All Phone Activity Tue Sep 23 14:13:56 PDT 2008 2 013 ME | administrator admi
Eﬁ Investigate Calls Lasting Tue Sep 23141742 FDT 2008 1 0.596 MEBE | administratar admi
E:] Investigate Calls From Wed Aug 27 01:54:39 PDT 2008 4 0.23 MB | administrator admi
Ej Investigate Communications Fram =newvers o 0.00ME | administrator admi
Eﬁ Show All SkS Records in Timeframe Tue Mov 11 14:01:24 PST 2002 1 0.00ME | administrator admi
E:] Investigate calls from, with subscriber details Tue Mowv 18 02:52:09 PST 2008 4 0.11 ME | administrator admi
Ej Inwestigate calls to, with subscriber details Vi'ed Jan 14 06:53:19 PST 2009 5] 011 ME | administrator admi
@ Run:Investigate Calls Between Two Mumbers
Date Criteria ES
Date ||s between [v] 12 |00 o0 far VI through  |Jan 27, 2008 11 |39

Tirmezone |-5:00 GMT Los Angeles |+ |

January 2002

Mamespace

Column Criteria

Called Number 7140014

Calling Mumber 2617168110 R

Sun Mon Tue Wed Thu Fri Sat
1 2 3

4 5 3 7 8 E] 10
11 12 13 14 15 16 17
18 19 zo 21 22 23 24
5 26 =8 23 30 51

Data Source {(advanced)

analytics.emea

Select the namespace that contains the daka source,

Quickly investigate calls
between specific numbers

»

J [

Cancel

=

7

Folder: Investigation Reports J

[ Run Repork Status

® o ] Disk Use Total 176,00 ME

12 Report Definitions

Logged in as dbanks | Host: demo.ufp.sensage.com: S0




SenSagévent Data Warehouse Solutions

#H4 — Imrove bottom [ing Business

Data Intelligence

#3—Reduce costs &
IT Ops &

Risk Management

#2— Simplify comp/ ey )
Compliance Auditing
Step #1— Seculd
Security & Log Management
SenSage Event Data Warehouse




SenSag®ata Warehouse Technicdlfferentiators

Columnar Efficient storage of event data and fast search capabilities

Compression 40:1 compression achieved from columnar organization

Persistent data without Optimized for wiitecereadmany data. Improved loading performance by
transaction overhead avoiding the overhead of transaction management.

Flexible Data Model Does not require any prior user defined data model or mandate any sqrt of

normalization of the data, which yields performance improvements.

Intellischema Handle a wide variety of data sources and write standardized libraries jof anal
while still maintaining the fidelity of the original event data . Add new Ipg soul
dropping new tables into the system and they are automatically picked up by
existing libraries of analytics.

Sparse Query Optimization Ultra fast results for random, sparse queries against petabytes of data] Use ¢
advanced bloom filtering techniques andfSpece probabilistic data strucgure
without use of indices that is used to dramatically improve query perfofmance

Dynamic Expansion of StoraggProvides for a simple methodology for scaling up by adding proces;sini1
(or Nodes) power/storage capacities of an existing system with little to no down tifne

100% online integration with | Reduces operating costs to store and access data. Improves speed ahd flex
SAN/NAS & near line storage| of investigations.




Summary

U Proven experience in delivering value to our
customers

U Known for outstanding customer care

U Purpose bullt, event data warehouse

U Proven, prentegrated analytic solutions
U Lowest costrapid time to value

U Deep technology partnerships to further
reduce costs and complexity
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